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Preservation Hold

e \What IS\It?

“The obligatien; to proetect.records and other
materialsipoetentially relevant to litigation
and suRJeCt L6 dISCOVER/
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Preservation Hold

e It's a Balancing Act

e Competingneeds: preserve potentially relevant
evidence Vs, disfuptions effcontinuing eperations

e \What IS reasoenalblerfor eachilitigation matter may
vary.
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Preservation Hold

e \Why?

e [here Is,anrebligatin te, preserve but
nothing that requiresia system, but you
must e systematic i appreach
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E-Discovery

e \What IS It?

An approachito the identification,
preservation; Colleclien; Processing, review,
and production el electrienically stored

Information’ (petentially relevant to existing
or anticipated liigatienr matier)

Platinum Legal Group




E-Discovery

e Metadata - what Is I1t?

It Is the marginalia of the paper. world

Electronic infermatien,gleaned from a native file

EXAMPLE - “Ant u7isigrea/ memo)exisis ihija paper format with
your clients name typed/at-tierboetiom butyou,want to know
who's thought processiwas helimdithe drafting of the memo.
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E-Discovery

e Metadata - what Is I1t?

Most metadata Is digital clutter

Users generallyidoe not create.metadata,
software/compuLers; create; metadata
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E-Discovery

e Metadata — where Is It found?

File System Metadata

e Date Created / Modified /' Accessed
e Filenamejand path

e Owner.

e Author

e Security/Setlings
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E-Discovery

e Metadata — where Is It found?

Email Metadata

e To/From/CC/BCC

e Subject

e Date Sent/ limerSent

e Date Recevedl/Aime Receved
e Read

e Delivery path
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E-Discovery

e Metadata — the plan

e ldentify potential forms of metadata that may be useful In
the case

e Assess thellikelyirelevance afitiat metadata

e Are there authentication and admissibility issues where
metadata may beneededy
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Steps In the E-Discovery
Process

e Strategize

e Collect Data

e Prepare Data
e Review!bata
e Proeduce: bata
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Steps In the E-Discovery
Process

e Strategize

e Understand the issues

e Define seope. - custedians, infrastructure,
data sEUrCes, Menedelegies reguired

e Estallisi appreachi—teams, Interviews,
acquisition, chiaimreffcustedy, processing
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Steps In the E-Discovery
Process

e Collect Data

e Servers =.email, file, print
e Computersi— deskiops, lapteps, home computers
e PDAS - RIACKPEIIES

e Networks) = decument management, shared
resources, archives

e CDs,/ DVDs, USBIKeys

Platinum Legal Group




Steps In the E-Discovery
Process

e Prepare Data

e Chain of custody —access and control

e Culling = Iselatiing speciiic information
sources;, meframes;, deduplication

e Electronic precessing|— extraction of
metadata, organiZzaticn eimformation

Platinum Legal Group




Steps In the E-Discovery
Process

e Review Data

e Cullng — tise, of searchiterminologies

e Responrsive’— assessment and tagging of
responsiverdecuments
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Steps In the E-Discovery
Process

e Produce Data

e Sub-sets - collections ofi responsive
documents;for preduction

e Data Deliveny— estahlisiifformat of
electroniCexchianage (Client, expert,
OpPPOSINg CounRsel)
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IT Considerations

e Roles and Responsibilities

e ldentify relevant positions/people in the
Proecess

e Irain I'lp stafiiterensuresunderstanding of
resporsiPIitEs

e Ensure representation enrthe ‘litigation
team:

Platinum Legal Group




IT Considerations

e Understanding Technology Infrastructure
e mapping hardware / software topology
e [ypes of'data that exists
e |ocation andfrelatiensnips;elidata
e sources efidata
e |legacy ISSUES
e future data creatiens (lenchmarking)
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IT Considerations

e Understanding Technology Infrastructure

e Need to know...
e What exists
e Wherell eXists
e how/ @ presenvet
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IT Considerations

e Understanding Technology Infrastructure

o Need to know...what exiIsts
e Document. management
e Emails
o VOIRE
e Proprietary systems
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IT Considerations

e Understanding Technology Infrastructure

e Need to know...where It exists
o LAN, WAN; externalisites
e Geographically efficesy/Aieme / people

e Backup media; Seners; laptops, PDAs, external
drives; C/bVIDs; USBIKkeYs; Elc.
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IT Considerations

e Understanding Technology Infrastructure

e \Need to kinnow...how to preserve It

e Backup tapes — strategy. on what to pull,
rotatiefi/relention PIICIES; legacy, ISSUES

e Hard drives = ghoesting’; forensic acguisition,
swappIing eut
e \Metadata — aveidialternng
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For Further Information

Willlam'J. Platt, Managing, Partner
Platinum Legal Group
wplatt@platinumlegal.ca

Vancouveri— Galgarny — lararita) — @liawa — Montreal - Halifax
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